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1 CCRC Introduction 

The Central Contractor Registration Connector (CCRC) application allows for the transfer, as 

well as daily updates, of vendor data from the System for Award Management (SAM) database 

into agency applications (i.e., the agencyôs financial, procurement, and/or travel applications). 

The SAM database is the government-wide central repository of vendors. The FAR mandates 

that all vendors who contract with these agencies must register with SAM and maintain updated 

information. 

The government-wide SAM database collects, validates, stores and disseminates data in support 

of agency missions. Vendors complete a one-time registration to provide basic information 

relevant to all procurement, payment and billing transactions, and must update or renew their 

registration annually to maintain an active registration. SAM validates the vendorôs information 

and electronically shares the secure data with the federal agenciesô authorized offices to facil i tate 

payments. 

The CCRC application allows for a bulk load of the initial vendor data, as well as any periodic 

vendor additions, removal/deletions or updates from the SAM database into the customerôs 

environment. CCRC also provides a web-based interface that enables users to select vendors and 

automatically transfers all relevant data elements to update Pegasys vendor data. 

This manual is divided into the following sections: 

¶ Overview 

¶ Loading Data from SAM 

¶ Searching/Publishing Vendors 

¶ System Administration. 
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2 CCRC Overview 

2.1 Central Contractor Registration Connector (CCRC) 

The CCRC is a web-based application that provides the abil ity to store and manage SAM records 

before they are uploaded into Pegasys. As shown in Figure 1, the CCRC is populated with SAM 

data, which is transferred to Pegasys and requires periodic updates to the database with changes 

released by SAM on an incremental basis. There are two types of updates available from CCRC. 

¶ Daily Load File 

¶ Monthly Load File 

¶ The monthly load file is used for the initial load. Once the initial load has been processed, it 

is strongly suggested that the daily load file be used for updates to the CCRC system. This 

reduces the time required by the load process and ensures that vendor data remains current. 

The intervals between loading these updates into the CCRC are at the discretion of the 

agency utilizing the integration tools, based on their business practices and needs. 

Figure 1: CCRC Cycle 

 

2.2 Initial Load and Initial Vendor Selection  

Vendors have created 700,000+ records within the government-wide SAM database; however not 

all agencies currently conduct, or are expected to conduct, business with each SAM vendor. 

CCRC allows for one initial load, which pulls all the information collected by SAM and imports 

that data into the CCRC. The agency is then able to use the CCRC for the Initial Vendor 

Selection to select the vendors with whom they intend to do business. 

NOTE: SAM defines vendors by their DUNS/DUNS +4 number. The DUNS +4 is the 9-digit 

number assigned by Dun & Bradstreet, Inc. to identify unique business entities plus a 4- 

character suffix that may be assigned by a business concern for identifying alternative Electronic 

Funds Transfer (EFT) data. (D&B has no affiliation with the 4-character suffix). As a part of the 

Pegasys 7.8 upgrade Unique Entity Identifier (UEI) was introduced to comply with the 
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expansion of the Federal Acquisition Regulations (FAR), which affected more than 600,000 

vendors that do business with the federal government. Along with the introduction of UEI, 

DUNS +4 was relabeled to EFT Indicator. 

2.3 CCRC User Interface 

The CCRC User Interface enables users to specify which vendors are to be transferred from the 

CCRC to agency applications. In addition, this interface contains information regarding when 

vendor records change in the database, specifically: 

¶ To identify when new vendor data has been received 

¶ When an active vendor changes 

¶ When a vendor has been inactivated or deleted 

The CCRC notifies agencies of these changes by publishing (sending their information) to 

Pegasys. 

2.4 CCRC Import Batch Job 

A CCRC Import Batch Job is used to load vendor reference data received from SAM, into the 

CCRC. This data may include new vendors, updated vendors, and deactivated vendors. 

2.4.1 New Vendors 

New Vendors are added to the CCRC during the initial load, daily loads, and monthly loads. If a 

vendor is added after the initial load, that vendor may be added to the CCRC through either the 

daily or monthly updates. 

2.4.2 Updated Vendor 

When vendors make changes to their SAM registration information (including annual renewal) 

those changes must also be updated within the CCRC. These changes will be processed as 

updated vendors, as their record already exists within the CCRC and Pegasys. 

Updated records from SAM contain all CCR-data fields, not just the updated fields, thus the 

entire record of CCR-mapped fields within CCRC will be overwritten. Non-CCR fields are not 

updated or changed. An example of a non-CCR field that would not be overwritten is the 

ñTransmit to Agency Applicationò field, which is not populated by the interface, but is part of the 

CCRC. 

The vendor information includes the vendor's debarment status. The vendor will have a 

Debarred flag if the vendor has been declared ineli gible from receiving Federal contracts, as 

shown by records in the SAM Exclusion Records ï Restricted. The purpose of the Debarred Flag 

is to prevent a debarred vendor from being used on financial transactions. This status and the 

reason will transfer to Pegasys during the Daily and Monthly Uploads. 
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2.4.3 Inactivated/Deleted Vendors 

Any vendor that has a status change from ñactiveò to ñinactiveò has been marked ñdeletedò 

within the SAM database and must also be marked inactive within the CCRC application. 

However, some agency applications may sti ll require that vendor to be ñactiveò as there may be 

open obligations, receipts, or invoices that still need to be considered active for accounting 

purposes (e.g., within Pegasys, the óPrevent New Spendingô flag may be employed rather than 

setting that particular vendor address record to inactive). 

2.5 CCRC Publishing Agent 

In the CCRC application, the CCRC Publishing Agent (i.e., webMethods) transforms a file 

containing SAM records that has been selected for use from the CCRC User Interface for 

publication in Pegasys. The four record status values within the CCRC are listed below: 

¶ Unpublished - A new vendor that has not yet been published to Pegasys. 

¶ Submitted - The vendor has been submitted to Pegasys for acceptance or rejection via a 

vendor form. 

¶ Accepted - The vendor has been accepted by Pegasys. Once the vendor has been accepted, 

updates to that vendor come in from SAM, synchronization is performed, and Pegasys 

automatically receives the update. 

¶ Rejected - The vendor has been rejected by Pegasys Advanced Workflow (which USDA 

does not use). Updates for rejected vendors are not transmitted. 

NOTE: Separate status values are maintained for Financials, Procurement, and Travel 

applications. That being the case, it is possible that a given vendor could have different status 

values for each group of applications (e.g., Vendor ABC has a Financials Status of óAcceptedô 

while having a Travel status of óUnpublishedô). Because USDA only uses Pegasys, the 

Procurement and Travel status values are not relevant. 

The webMethods Enterprise Adapter is an intelligent adapter that connects the Interface to the 

webMethods Enterprise Server, so that events can be exchanged between the two products. When 

the adapter is started, it logs into Pegasys using the Security services. The Metadata services are 

used to confi gure operations. These operations correspond to the Factory, Finder, Operation, and 

Notification services provided by the Interface.  

2.6 Subscribing Agent/Agency Applications 

The Subscribing Agents subscribe to SAM vendor information and update Pegasys. 
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2.7 Security 

The CCRC allows the Administrator to create and edit user accounts, including the setup of user 

ids and passwords. The Administrator can also create customized security policies that 

accommodate agency needs such as number of password attempts as well as length of grace 

periods. 
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3 Loading Data with SAM 

Vendors have created 700,000+ records within the government-wide SAM database, however; 

not all agencies currently conduct, or are expected to conduct, business with each vendor stored 

in SAM. CCRC all ows for one initial load, which pull s all the information collected by SAM and 

imports that data into the CCRC. The agency is then able to select the vendors that they do 

business with by using the CCRC for the Initial Vendor Selection. 

SAM defines vendors by their DUNS/DUNS + 4 number. The DUNS +4 is the 9-digit number 

assigned by Dun & Bradstreet, Inc. to identify unique business entities plus a 4-character suffix 

that may be assigned by a business concern for identifying alternative Electronic Funds Transfer 

(EFT) data. (D&B has no affiliation with the 4-character suffix). As a part of the Pegasys 7.8 

upgrade Unique Entity Identifier (UEI) was introduced to comply with the expansion of the 

Federal Acquisition Regulations (FAR), which affected more than 600,000 vendors that do 

business with the federal government. Along with the introduction of UEI, DUNS +4 has been 

relabeled to EFT Indicator. 

3.1 SAM Data Load 

3.1.1 Exporting SAM File  

Before importing the fil e into the CCRC, the SAM extract fil e needs to be transferred to the 

agency appli cation and vendors need to be identified. The Administrator wil l be granted a user id 

and password to access the SAM system with permissions to extract fil es from the SAM to the 

agency appli cation server through the Secure Socket Layer (SSL). 

There are three types of fil es avail able: 

¶ FOUO (For Official  Use Only) - This file contains information available to all applications. 

¶ Sensitive - This file should be used with financial applications as it contains bank 

information, TIN, and Lockbox. 

¶ Proprietary  - This file should be used with procurement/contracting applications, as it does 

not contain sensitive information. 

NOTE: In order for the upload to the CCRC to be successful, the fi le must meet three specific 

criteria. First, the fil e must be named with the Juli an date (Month + actual day of the year the fil e 

was created) in the name (SAM extract fil es are automaticall y named this way). Second, all 

alphabetical characters in the fil ename must be capitali zed. Third, the fil e must be zipped. 

NOTE: File Upload and Processing can be accessed on the File Maintenance window (see 

Figure 2) by selecting SAM File Handler Ÿ File Maintenance. 
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Figure 2: File Maintenance Window 

 

Steps to Upload a SAM Extract File: 

1. Select the Upload button. 

2. Browse for the desired SAM Extract file and select the Upload button. 

Table 1: Upload Parameters 

Field Field Descripti on 

Description The user has the ability to enter a description of the fi le for future 

reference. 

Document The filename/path of the extract fi le to be loaded. This parameter is 

required. 

3.1.2 Processing the SAM File 

Al though a user has uploaded the SAM data fi le into the CCRC database, the file still needs to be 

processed in order for the data to be fully accepted into the CCRC. 

Figure 3 displays the File Maintenance window, where SAM files can be processed. 
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Figure 3: File Processing 

 

Steps to process a SAM Extract File: 

1. Select the file intended for processing 

2. Select the Process button 

3. Go to Batch Jobs/Batch Job Status to check the result of the processing or processed 

SAM Extract File. 

There are five possible status values in the File Processing window: 

¶ Failed - The initial/daily/monthly upload has failed. 

¶ Loading - The upload is in the process of loading the file to the CCRC. 

¶ Pending - The upload file is pending. 

¶ Processing - The upload file is processing. 

¶ Processed - The upload file has been uploaded successfully and has been processed. All of 

the data contained in the SAM extract fil e is now in the CCRC. 

Once the extract file has been loaded and processed, the CCRC will contain all data, valid or 

invalid, contained in those SAM extract files. 

3.1.3 Processing Options 

There are three possible ways to process the data in CCRC. 

¶ Download a monthly extract each month - the monthly will always override all of the data in 

the CCRC database 

¶ Download the monthly once in the beginning to load initial data, then process daily files to 

incorporate changes into the CCRC database 
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¶ A combination of the above two ways where you process an initial monthly load file, process 

daily files to incorporate changes, and also periodically process monthly refresh files to 

ensure that data is in sync with SAM. Each monthly file will override all of the data in the 

CCRC database (including any changes made through the dailies). 

3.1.4 Removing the SAM File from CCRC 

This is not advised, but a user with required permissions can remove a fil e from the fil e li st or 

entirely remove the fil e from the system. To delete a fil e entry from the fil e li st or remove the fil e 

from the system, select the desired fil e by following the same steps when processing the file, then 

select the Delete button instead of the Process button. 

3.2 Initial Vendor Selection 

After the initial load has occurred, initial vendors need to be selected for publication to Pegasys. 

The initial selection of vendors can be accomplished in a variety of ways: 

¶ Select Vendors to Enable from Pegasys 

¶ Execute Batch Process (GSCCRI) 

¶ Run Initial Vendor Selection script 

Example: ABC Agency has performed the SAM load and has ensured that all of the vendors that 

it needs to enable for SAM, have a unique DUNS/EFT Indicator and UEI. The agency needs to 

select numerous vendors to be enabled for SAM, so the SAM information for these vendors can 

be obtained from the CCRC. 

3.2.1 Select Vendors to Enable 

Selecting vendors for the transfer to Pegasys can also be accomplished through the SAM Vendor 

Maintenance Table (see Figure 4). 
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Figure 4: SAM Vendor Maintenance Table 

 

Through the SAM Vendor Maintenance Table, the Administrator can enter desired search criteria 

in order to find the vendors with whom the agency conducts business. The system returns an 

ñavailableò li st of vendors that match the search criteria (see Figure 5). 

Table 2: CCRC Data Maintenance Parameters 

Parameter Description 

DUNS (Data Universal Numbering System) A unique 9-digit numbering 

system that is used to identify a business. 

UEI Unique Entity Identifier - An identifier used to identify a specific 

commercial, non-profit, or Government Entity. 

EFT Indicator Unique code used to identify additional bank accounts associated 

to a single UEI. DUNS +4 relabeled to EFT Indicator. 

Legal Business Name The legal business name of the business. 

DBA NAME óDoing Business Asô (DBA) Name. 

DODAAC The Department of Defense Activity Address Code (DODAAC) 

used for interagency transfers. It is an alphanumeric field that 

uniquely identifies a unit, activity, or organization. The field size 

is nine characters. 

Agency Location Code A symbol used to identify an agency accounting location or 

regional financial office. Field length is ten characters. 
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Parameter Description 

Delinquent Federal Debt Indicates whether a vendor/entity has a past due debt with the 

federal government. 

ST ADD 1 The street address of the business. 

ST ADD 2 The alternate street address of the business. 

City The city of the business. 

State or Province The state or province of the business. 

Postal Code The postal code of the business. 

Country Code The country code of the business. 

CAGE Code Commercial and Government Entity (CAGE) Code that identifies 

contractors conducting business with the Government. 

TIN A nine-character field that contains the Taxpayer ID number 

associated with a record. 

Taxpayer Name The name of the taxpayer. 

PSCCodes Product Service Codes (PSC) A 4-character, alphanumeric code, 

used to identify services. 

Financial Status Status of unpublished, submitted, accepted, or rejected. 

Procurement Status Status of unpublished, submitted, accepted, or rejected. 

Travel Status Status of unpublished, submitted, accepted, or rejected. 

Record Status Specifies whether the record in CCRC is a new record or has 

been changed by an extract file. 

Registration Status This field indicates the registration status of a vendor in the 

System for Award Management (SAM) system. 

8(a) Program Participant Check box. The business is a participant in the 8(a) Program. 

NAICS Code (group box) Includes the NAICS Code and Small Business. 

HUB Zone Firm Check box. The business is a participant in the HUB Zone. 

Service Disabled Veteran 

Owned 

Check box. The business is a participant in the Service Disabled 

Veteran Owned program. 

Sheltered Workshop 

(AbilityOne Supplier) 

Check box. The business is a participant in the Sheltered 

Workshop (JWOD Supplier) program. 

Small Disadvantaged 

Business 

Check box. The business is a participant in the Small 

Disadvantaged Business program. 
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Parameter Description 

Veteran Owned Business Check box. The business is a participant in the Veteran Owned 

Business program. 

Woman Owned Business Check box. The business is a participant in the Woman Owned 

Business program. 

Debarred Indicates whether the vendor has been declared ineligible from 

receiving Federal contracts, as shown by records in the SAM 

Exclusion Records - Restricted. 

Figure 5: Available List of Vendors 

 

The Administrator can then ñviewò each vendor and either submit or approve the vendor to 

Pegasys. For more on submitting and approving vendors, see Section 4.2. 

3.2.2 Execute Initial File Creation Batch Process 

Within Pegasys, the Administrator executes the SAM Initial File Creation batch process 

(GSCCRI) to create the file to be sent to the CCRC. (The default output fi le name is óccriô.) The 

file contains the DUNS/EFT Indicator and UEI for the vendors that will be enabled for the SAM 

file, so the SAM file information can be obtained for those vendors. The output fi le will be used 

in running the SQL script. See the CCRC Batch Operation Guide for parameters. 

For each selected vendor address, the batch job performs the following steps: 

¶ If the selected vendor address code has a DUNS/EFT Indicator and UEI that has not yet been 

added to the fi le, the batch job writes the DUNS/EFT Indicator and UEI of this vendor 

address code to an output fil e. 

o In the fil e, the batch job specifies that the vendor is to be published to Pegasys. 

o The batch job marks the vendor address as added to the Initial Download file. 

¶ If the selected vendor address code does not have a DUNS/EFT Indicator UEI or has a 

DUNS/EFT Indicator and UEI that already exists in a file, the batch job returns an 

informational message and does not add the vendor information for this address to the fi le. 

After all vendor address records in the list are processed, the Batch Job saves the output file. 
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NOTE: The methods described assume that Pegasys is utili zed. Other applications may need to 

employ a different mechanism for generating the output file described. 

3.2.3 Initial Vendor Selection Script and Synchronization 

The Administrator runs the initial vendor selection script (ccri.sql) that uses the output fi le 

created from the batch job in which the financials, procurement, and/or travel status for selected 

vendors is updated to óAcceptedô. Once the script has been run, the vendors are then 

automatically marked for synchronization and published. 

3.3 Daily Update Files 

With vendor data constantly changing, it is necessary for an agency to complete either daily or 

monthly update loads. These loads can contain new vendor information as well as updates to 

existing vendors. 

3.3.1 Daily CCRC Data Load 

Daily update fi les can contain new vendors, changes to existing vendors, deactivations, and 

deletions. The vendor table in the CCRC contains additional fields to capture the timestamp 

when records are loaded or changed, the user last requesting a change or load, and the timestamp 

when the record was published to Pegasys. 

The daily update load is done in much the same way as the initial SAM vendor load. 

NOTE: The SAM File Upload can be accessed by selecting SAM File Handler Ÿ File 

Maintenance. 

Steps to Upload a SAM Extract File: 

1. Select the CCRC subfolder, which will activate the Upload button. 

2. Select the Upload button. 

3. Browse for the desired SAM Extract file and select the Upload button. 

Steps to Process a SAM Extract File: 

1. Select the plus expansion button next to the CCRC subfolder. 

2. Select the file intended for processing. 

3. Select the Process button. 

4. Go to Batch Jobs/Batch Job Status to check the result of the processing or processed 

SAM Extract File. 

The Daily Data Load validates data-related SAM requirements in the following ways: 

¶ It ensures that a Daily Data Load has not already been loaded for this date. 
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¶ It ensures that a Daily or Monthly Data Load has not already been loaded for a date greater 

than the date of this Daily Data Load. 

¶ It also ensures that a preceding Daily Data Load has not been skipped. 

¶ The CCRC Date Table contains an entry for every holiday. SAM files are expected to be 

received for every Tuesday - Saturday (except Holidays) throughout the year. Edits will be 

used to ensure that SAM Daily files are not loaded out of order (i.e., The Daily file from the 

3rd is not loaded until the Daily file from the 2nd has been loaded). 

Table 3: Parameters 

Field Field Descripti on 

Description The user has the ability to enter a description of the fi le for future 

reference. 

Document The filename/path of the extract fi le to be loaded. This parameter is 

required. 

The daily load verifies the extract fi le layout by ensuring the SAM Extract Code of each record is 

set to ó1ô, ó2ô, ó3ô, or ó4ô (see Table 4). 

Table 4: SAM Extract Codes 

Extract Code Extract Code Description 

1 Deleted Record 

2 New Record 

3 Update Record 

4 Deactivated Record 

A Record from the monthly fi le (treated the same as a 3) 

3.3.2 New Vendor 

If the record on the file is for a vendor that does not exist in the CCRC database, that vendor will 

be designated as new. Only records with a SAM Extract Code of 2 (new record) or 3 (update 

record) are eligible for consideration as a new vendor in the CCRC. 

The data is loaded into the CCRC Vendor Table and the CCRC is populated with the timestamp 

of the load, the user running the load, the DUNS/EFT Indicator and UEI, and any other default 

information for each record. 

NOTE: The record is not marked for publication at this stage. 
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3.3.3 Existing Vendor 

If the record on the file is for a vendor that does exist in the CCRC database, that vendor will be 

designated as changed. Only records with a SAM Extract Code 2 (new record) or 3 (update 

record) will be eligible for consideration as a changed vendor in the CCRC. 

Once the record is found in the CCRC, it is updated based on the data from SAM. The vendor 

record is marked as changed and the table is populated with the timestamp of the load, the user 

running the load, the DUNS/EFT Indicator and UEI, and any other default information for each 

record. 

If the vendor has previously been published (i.e., the changed record has a status of óacceptedô), 

the updated record is published and overwrites the previous information in Pegasys. If the vendor 

has not previously been published, the vendor wil l not be marked for publication. 

3.3.4 Deletion and Deactivation 

Only records with a SAM Extract Code 1 (deleted record) or 4 (deactivated record) will be 

eligible for consideration as a deleted or deactivated vendor in the CCRC. 

Upon receiving a vendor with one of these extract codes, the record is marked as deleted or 

inactive and the CCRC is populated with the following information: load timestamp, user 

running the load, DUNS/EFT Indicator and UEI, and any other default information for each 

record. 

If the vendor has previously been published, the record is marked as either inactive (for modules 

that do not have a ñprevent new spendingò flag or with a ñprevent new spending flagò through 

the integration) or deleted. 
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4 Searching/Publishing Vendors 

4.1 Searching for Vendors 

Users are able to login to the CCRC to query vendor information and to select a new vendor for 

publication and publish that vendor. Vendors only will be published to the set of Agency 

Applications designated for that vendor. Only a user with ñApproverò access or ñRequestorò 

access will have the ability to publish vendors. 

4.1.1 Vendor Information Query  

As shown in Figure 6, users may search for vendors using a variety of search criteria, including 

any combination of the following parameters (Wildcards are allowed in the beginning, middle, or 

end. An asterisk (*) is for multiple characters, a question mark (?) is for single characters. 

Figure 6: SAM Vendor Maintenance Table 

  



CGI Federal 

USDA CCRC Pegasys 7.8 User Guide ï Updated April 2021 Page 24 

Table 5: Search Parameters 

Parameter Description 

DUNS (Data Universal Numbering System) A unique 9-digit numbering 

system that is used to identify a business. 

UEI Unique Entity Identifier assigned to all entities. 

EFT Indicator Unique code used to identify additional bank accounts associated to a 

single UEI. DUNS +4 relabeled to EFT Indicator. 

Legal Business 

Name 

The legal business name of the business. 

DBA NAME óDoing Business Asô Name. 

DODAAC The Department of Defense Activity Address Code DODAAC used for 

interagency transfers. It is an alphanumeric field that uniquely 

identifies a unit, activity, or organization. The field size is nine 

characters. 

Agency Location 

Code 

A symbol used to identify an agency accounting location or regional 

financial office. Field length is ten characters. 

Delinquent Federal 

Debt 

Indicates whether a vendor/entity has a past due debt with the federal 

government. 

ST ADD 1 The street address of the business. 

ST ADD 2 The alternate street address of the business. 

City The city of the business. 

State or Province The state or province of the business. 

Postal Code The postal code of the business. 

Country Code The country code of the business. 

CAGE Code (Commercial and Government Entity) Code that identifies contractors 

conducting business with the Government. 

PSC Codes (Product Service Codes) A 4-character, alphanumeric code, used to 

identify services. 

Financial Status Status of unpublished, submitted, accepted, or rejected. 

Procurement Status Status of unpublished, submitted, accepted, or rejected. 

Travel Status Status of unpublished, submitted, accepted, or rejected. 

Record Status Specifies whether the CCRC record is a new record or has been 

changed by an extract file. 
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Parameter Description 

Registration Status This field indicates the registration status of a vendor in the System for 

Award Management (SAM) system. 

8(a) Program 

Participant 

Check box. The business is a participant in the 8(a) Program. 

NAICS Code (group 

box) 

Includes the NAICS Code, Small Business, and Emerging Small 

Business. 

HUB Zone Firm Check box. The business is a participant in the HUB Zone. 

Service Disabled 

Veteran Owned 

Check box. The business is a participant in the Service Disabled 

Veteran Owned program. 

Sheltered Workshop 

(AbilityOne 

Supplier) 

Check box. The business is a participant in the Sheltered Workshop 

(JWOD Supplier) program. 

Small 

Disadvantaged 

Business 

Check box. The business is a participant in the Small Disadvantaged 

Business program. 

Veteran Owned 

Business 

Check box. The business is a participant in the Veteran Owned 

Business program. 

Woman Owned 

Business 

Check box. The business is a participant in the Woman Owned 

Business program. 

Debarred Indicates whether the vendor has been declared ineligible from 

receiving Federal contracts, as shown by records in the SAM Exclusion 

Records - Restricted. 

The user has several options once the search for a particular vendor has been completed. They 

are able to search for another vendor, publish a new vendor, or publish updates to an existing 

vendor. 

4.1.2 Search for Another Vendor 

If the user chooses to search for another vendor, he/she wil l return to the initial search screen. 

The user is then prompted to retain the original search criteria or may opt to refresh the criteria. 

With either option, the user can change the search criteria before executing the next search. 

4.1.3 Case Insensitive Queries 

Certain text fields on CCRC queries support case insensitive searches. This allows the user to 

enter search criteria in either upper or lowercase, and have all matching results returned, 

regardless of the case of the results. An example is shown in Figure 7 below. 
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Figure 7: Case Insensitive Query in CCRC 

 

The following CCRC fields on the following queries support case insensitive searches: 

¶ Vendor Search: Address Line 1 - Address Line 4, Agency Location Code, CAGE Code, 

City, Country, DBA Name, DODAAC, Legal Business Name, Postal Code, PSC Code, St 

Add 1 - St Add 2, State or Province 

¶ Holiday Maintenance Table: Description 

¶ Document Management: Document Name 

¶ WebMethods Maintenance: Server Id, Service Name 

¶ WebMethods Error:  Server Id, Service Name 

¶ Cross Reference: Application Id, Native Id, Object Name 

¶ Batch Process Status: Job Definition, Step Name 

4.2 Publishing Vendors 

A vendorôs information is sent to Pegasys when it is ópublishedô. 

4.2.1 Publishing New Vendor Information 

By selecting a vendor, the user is given several options (see Figure 8). On the CCRC Vendor 

Detail window, the user is able to publish the vendor by selecting either the Create New Pegasys 

Vendor button or the Enable Existing Pegasys Vendor button. USDA users always will have the 

Financial box checked in the Publish Action group box. 



CGI Federal 

USDA CCRC Pegasys 7.8 User Guide ï Updated April 2021 Page 27 

Figure 8: CCRC Vendor Detail 

 

¶ Create New Pegasys Vendor - If the vendor is new, the óCreate New Pegasys Vendorô 

button should be chosen. If Pegasys is being used, a vendor form is created (pre- populated 

with the SAM data) and routed to Pegasys where a user is able to populate any additional 

needed data. The user can then process the Pegasys vendor form. Then the financial status in 

CCRC is updated to óAcceptedô. 

¶ Enable Existing Pegasys Vendor - If the vendor already exists within Pegasys, a user with 

Approve permission can bypass the need to separately process a form within the agencyôs 

application by selecting óEnable Existing Pegasys Vendorô in the CCRC Vendor Detail 

window. The vendorôs status is changed to óPublishedô and all information is published to the 

CCRC and the agencyôs application. 

The user is also able to view the following, depending on the userôs access (see Users for more 

information): 

¶ Vendor Details - Provides public information related to that vendor (i.e., DUNS/EFT 

Indicator and UEI, address information, registration date). 

¶ Status Information - Provides the status information related to that vendor (i.e., Published 

status, Timestamp, Record status). 

¶ Business Details - Provides business information related to that vendor (i.e., Company 

Security Level, URL). 

¶ POC Mailing Address Details - Provides multiple mailing addresses related to that vendor. 

¶ Proprietary Information - Provides proprietary information related to that vendor (e.g., Tax 

Payer number, Annual Revenue, Average number of Employees). 

¶ Sensitive Information - Provides sensitive information related to that vendor (i.e., Bank 

Account number, Lockbox number, Remittance information). 
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4.2.1.1 New Vendor Submissions 

When vendors are being published for the first time, new vendor forms are created in Pegasys 

pre-populated with SAM data. The vendor forms may then be corrected by individual(s) 

responsible for populating Non-SAM data. Using the vendor form created, the user will be able 

to thus create a new vendor or overwrite an existing vendor with the SAM data received. 

NOTE: SAM vendor information always takes precedence over Pegasys vendor information. 

4.2.2 Publishing Updates 

Following the daily/monthly load, updates for previously published vendors will be 

automatically published to Pegasys. The CCRC screen for the DUNS shall display a publication 

status of ñacceptedò for successfully published updates if there are no errors of a functional or 

technical nature that prevent the data from updating Pegasys. 

Example: Vendor XYZ was originally published in March to Pegasys and the vendor changes 

address information in April via SAM. The changes to the address information in April will 

automatically be published to Pegasys with no user intervention. 

Pegasys will confirm successful posting of the published data to its system and the CCRC will 

update the Posted date and time information within CCRC for this record. 

4.3 Integration  

Integration contains errors about vendors that were not accepted by Pegasys. The screens provide 

the Administrator with the tools to research and identify errors in publishing data via 

webMethods to Agency Applications. The user is able to search based on multiple criteria and 

link to DUNS/EFT Indicator and UEI defined vendors that are impacted by the errors. You can 

view the Webmethods Error screen by navigating to Integration Ÿ Webmethods Maintenance 

Ÿ Webmethods Err or (See Figure 9). 
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Figure 9: WebMethods Error Screen 

 

4.3.1 Audit  

The Administrator has the ability to look at an Audit log for a given vendor (see Figure 10). The 

Audit log is accessed by selecting WebMethods Service from the Integration menu. From this 

screen, it is possible to see the integration history for a particular vendor in CCRC. For example, 

an administrator can determine what if any errors might have resulted in attempting to publish a 

particular vendor. Other information accessible through this page would include the Service 

Name, User ID associated with publication, Server ID, and status. 

Figure 10: Auditing  

 

4.3.2 Cross References 

In addition to being able to assess the history of a particular vendor, the Cross Reference 

functionality provides valuable insight to an administrator (see Figure 11). The Cross Reference 

page is accessed by selecting and viewing a vendor from the SAM Vendor Maintenance screen 

and selecting the Cross Reference button. The Cross Reference screen allows the administrator to 

li nk between applications that are connected via webMethods. This means that the administrator 

is able to link a given vendor in CCRC to a given vendor entity stored in Pegasys. For example, 

after selecting the Cross Reference screen for a given vendor, the administrator can change the 
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application ID in the search section at the top of the form to ñPegasysò and find out what vendor 

is getting updated in Pegasys (e.g., Vendor Code = ABC, Address Code= 1). 

NOTE: Cross Reference data only will be available for Vendors added after implementation. 

Figure 11: Cross Reference Window 
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5 System Administrator 

5.1 CCRC Sign In 

In order to use the system, a user must login to the CCRC. This application can be accessed 

through the CCRC Login Page (see Figure 12). 

Figure 12: CCRC Sign In Page 

 

Once logged in, the Administrator may customize the system to USDAôs needs. The 

Administrator has the abili ty to create/edit/delete security policies and passwords for users as 

well as the abili ty to view the security log. 

5.2 Data Loads 

5.2.1 CCRC Holiday 

The Administrator can designate Holidays that can be used for date-related edits. Refer to Daily 

CCRC Data Load for more information. 

Example: ABC Agency will be closed on July 4th for Independence Day Holiday. Therefore, 

there will be no SAM data expected because this is a Federal Holiday. 

NOTE: The CCRC Holiday Window can be accessed by selecting System Administration Ÿ 

Holiday Maintenance. 
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Figure 13 displays the CCRC Holi day window. 

Figure 13: CCRC Holiday Window 

 

5.3 Batch Execution 

5.3.1 Batch Job Status 

The Batch Job Status provides a means for the administrator to assess the status of batch job 

executions (see Figure 14). The administrator can enter various search criteria including batch 

job name, process, status, and start/completion time range to evaluate the progress of executions. 

The screen also provides the abili ty to view a detailed report on the execution, or restart or kil l a 

batch job. 

Figure 14: Batch Job Status Window 
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Table 6: Batch Job Status Parameters 

Parameters Description 

Batch Job Name The name of the batch job. 

Batch Job Definition A definition of the batch job. 

Batch Job Status The status of the batch job (running, completed, kil led, failed). 

Batch Start Time The time the batch job started. 

Batch Completion Time The time the batch job completed. 

5.4 Security Policies 

USDA has the option to customize security policies to fit their needs (e.g., number of fail ed login 

attempts before deactivating a UserID, length of grace periods). Each Group/User is associated 

with a security policy. These policies can be accessed in the Security Maintenance window. 

NOTE: The Security Maintenance Policy Window can be accessed by selecting Account 

Maintenance Ÿ Authentication Policy Ÿ Policies. 

Figure 15 displays the Security Maintenance Policy Window. 

Figure 15: Security Maintenance Policy Window 

 

5.4.1 Adding, Deleting and Editing Policies 

By selecting the ñPolicyò tab, the Administrator has the ability to add a new policy, edit an 

existing policy, save a policy, or delete a policy (see Figure 15). In order to add a new security 

policy, the Administrator must create a unique Policy Code (see Figure 16). 



CGI Federal 

USDA CCRC Pegasys 7.8 User Guide ï Updated April 2021 Page 34 

Figure 16: Adding a Security Policy 

 

It may be necessary to edit security policies to reflect recent changes in security rules. If the 

Policy Code is known, then the Administrator can search for that specific Policy Code and edit 

by checking the box next to the appropriate Policy Code, selecting the Open button, then editing 

as necessary. Table 7 describes the security maintenance information. 

Table 7: Security Maintenance Information 

Field Description 

Password Reset Section N/A 

Allow Password Reset 

Link 

Allow the password reset link to be used. 

Allow Generated 

Password Reset 

Allow the generated password reset. 

Enable Password Email Enable the password email. 

Allow Administrative 

Manual Password Reset 

Allow a manual password reset. 

Use Security Questions Use the security questions. 

Display Previous Login 

Details 

Display the previous login details. 

Number of Secret 

Questions to Answer 

Number of Questions a principal assigned to this policy will 

answer. 

Number of Guesses 

Before the User is Locked 

Out 

Number of Guesses a principal assigned to this policy will have. 

Minimum length of 

answers(0 is for no 

restrictions) 

The minimum length of answers the principal must have. 

Password Criteria Section N/A 
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Field Description 

Maximum Password Age 

(Days) 

The number of days that must transpire before the principal must 

change their password. 

Minimum Password 

Length 

The minimum number of characters that a principalôs password 

must contain. 

Maintain Password for 

(Days) 

The number of days for which a previously used password is 

maintained by the system. The principal will not be able to re-use 

the previously used password. 

Minimum Number of 

Passwords Maintained 

The number of previously used passwords that the system will 

track. Cannot be more than 12. 

Password Salt Size The password salt size. 

Enforce password 

expiration warning 

Enforce the password expiration warning. Checkbox. 

Unique characters Number of unique characters. 

Minimum Password 

Length 

Minimum password length. 

Maximum Password 

Length 

Maximum password length. 

Generated Password 

Length 

Generated password length. 

Enforce Password 

Expiration Warning 

Enforces the password expiration warning policy. 

Strong Password Section N/A 

Upper Case Alphabetic Minimum Upper Case Characters, Maximum Upper Case 

Characters, and Maximum Upper Case Repeated Characters. 

Lower Case Alphabetic Minimum Lower Case Characters, Maximum Lower Case 

Characters, and Maximum Lower Case Repeated Characters. 

Generic Alphabetic Minimum Generic Alphabetic Characters, Maximum Generic 

Alphabetic Characters, and Maximum Generic Alphabetic 

Repeated Characters. 

Numeric Minimum Numeric Characters, Maximum Numeric Characters, 

and Maximum Numeric Repeated Characters. 

Special Minimum Special Characters, Maximum Special Characters, and 

Maximum Special Repeated Characters. 
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If a policy becomes invalid, the Administrator has the ability to delete that policy. If the Policy 

Code is known, then the Administrator can search for that Policy Code. Once the policy has 

been found, it can be deleted by checking the box next to the appropriate Policy and selecting the 

Delete button (see Figure 17). 

Figure 17: Deleted Policy 

 

The new or edited security policy is viewable as soon as the Administrator selects the ñSaveò 

button and can be associated with user accounts. If the policy has been deleted, it wil l no longer 

be seen in the Policy window. 

5.4.2 Passwords 

The Administrator has the option to create policy control password requirements for guest users. 

This policy can be created in the Security Maintenance window (see Figure 15). 

5.4.2.1 Invalid Passwords 

The Administrator can create invalid passwords to prevent them from being used in the CCRC. 

This may be done from the Invalid Password window, which is located under Account 

Maintenance Ÿ Authentication Policy Ÿ Invalid Passwords. In the Invalid Password 

window, the Administrator can add and delete passwords that the agency determines should be 

invalid (see Figure 18). 


















